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AMENDMENTS TO THE CLAIMS; 

This listing of claims will replace all prior versions and listings of claims in the 
application: 

1 . (Currently Amended) An information recording device comprising: 

a memory unit containing data, including content data and a block permission 
table defining memory-access control information, the for oxocuting prococcing wh i ch 
ctoros data to a memory unit having a data storage area concicting of comprising a 
plurality of blocks, each of the blocks cons i sts of comprising M sectors from a first 
sector to a M-th sector with each sector having a predetermined data capacity, where M 
represents a natural numbe r, ca i d information rocording dov i co compris i ng:^ 

a processing unit for dividing content data into separate content data portions, for 
storing each of the separate content data portions in a different sector within a first data 
block of the data storage area, and for storing a security header corresponding to the 
content data in a second data block of the data storage area: 

a cryptosystem unit that so l octivoly usos for performing sector level encryption by 
using a different encryption key for each sector of the first data block from tho first 
soctor to tho M th coctor to execute encryption processing and tho oryptocystom un i t 
oxoout e s oncrypt i on proc essi ng on the content data portion to be stored in each of the 
sectors* 

whoroin tho data includos a rovocat i on l ist hav i ng rovocation i nformation 
regard i ng rovokod mod i a or cont e nt and a block porm i ss i on tablo for acc e ss i ng a 
p e rm i ss i on tab l o that doscr i b e s momory accoss contro l informat i on ; and 
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an integrity checking unit for checking the integrity of the rovocation li ct and tho 
block permission table A 

wherein the security header stored in the second data block includes each 
encryption kev used for each sector of the first data block . 

Claims 2-4 (Cancelled). 

5. (Currently Amended) An information recording device according to claim 

1 , wherein, in said cryptosystem unit, the encryption processing for tho first coctor to tho 
M - th soctor is executed as single-DES encryption processing using different encryption 
keys for tho coctors each sector of the first data block . 

6. (Currently Amended) An information recording device according to claim 

1 , wherein, in said cryptosystem unit, the encryption processing for tho firct coctor to tho 
M - th soctor is executed as triple-DES encryption processing using at Jest least two 
different encryption keys for each of tho soctors sector of the first data block . 

Claim 7 (Cancelled). 

8. (Currently Amended) An information playback device comprising: 
a memory unit containing data, including encrypted content data and a block 
permission table defining memory-access control information, the for oxocut i ng 
procoss i ng which roads data from a memory unit having a data storage area consisting 
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of comprising a plurality of blocks, each of the blocks consists of comprising M sectors 
from a first sector to a M-th sector with each sector having a predetermined data 
capacity, where M represents a natural number ca i d i nformation p l ayback dovico 
comprising:; 

a processing unit for reading encrypted content data portions which together 
comprise encrypted content data, wherein each encrypted content data portion has 
been encrypted using a different encryption key and is read from a different sector 
within a first data block of the data storage area, and for reading a security header 
corresponding to the encrypted content data from a second data block of the storage 
area; 

a cryptosystem unit which so l octivo l y usos for performing sector level decryption 
by using a different decryption key for each sector of the first data block from tho f i rst 
soctor to tho M - th s octor to execute decryption processing and tho cryptosystom unit 
oxocutos docrypt i on procossing on the read encrypted content data portions storod in 
e ach of th e s e ctors; 

whoroin tho data i ncludos a rovocation list having rovocat i on information 
rogarding rovokod modia or contont and a block porm i scion tab l o for accossing a 
p e rm i s si on tablo that doscr i b e s memory acc e ss control information ; and 

an integrity checking unit for checking the integrity of the rovocat i on lis t and th e 
block permission table^ 

wherein the security header read from the second data block includes each 
encryption key used to encrypt each encrypted content data portion read from the first 
data block. 
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Claims 9-1 1 (Cancelled). 

12. (Currently Amended) An information playback device according to claim 
8, wherein, in said cryptosystem unit, the decryption processing for tho first sootor to tho 
M - th soctor is executed as single-DES decryption processing using different decryption 
keys for tho soctors each sector of the first data block . 

13. (Currently Amended) An information playback device according to claim 
8, wherein, in said cryptosystem unit, the decryption processing for tho first soctor to tho 
M - th soctor is executed as triple-DES decryption processing using at lest least two 
different decryption keys for each of tho soctors sector of the first data block . 

Claims 14-16 (Cancelled). 

17. (Currently Amended) An information recording method comprising the 
following steps performed by a control unit: 

dividing content data into separate content data portions: 

storing the separate content data portions and a block permission table defining 
memory-access control information, for oxocuting prococsing which storoc data to a 
memory medium having a data storage area consi s t i ng of comprising a plurality of 
blocks, each of the blocks cons i sts of comprising M sectors from a first sector to a M-th 
sector with each sector having a predetermined data capacity, where M represents a 
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natural number, caid i nformat i on rocording mothod compric i ng: each content data 
portion is stored in a different sector within a first data block of the data storage area 
and the security header is stored in a second data block of the data storage area; 

oncrypt i on procossing encrypting, prior to storing, the content data to bo ctorod in 
tho soctorc portions by performing sector level encryption using a different encryption 
key for each sector of the first data block in which a content data portion will be stored 
from tho f i rct coctor to tho M - th soctor; 

ctoring data i nc l ud i ng a rovocat i on Hot hav i ng rovocat i on informat i on rogard i ng 
rovokod modia or contont and a block pormies i on tab l o for accossing a pormiccion tab l o 
that doscriboc momory acooss contro l information ; and 

performing an integrity check of the rovocation lict and tho block permission 

table A 

wherein the security header stored in the second data block includes each 
encryption key used to encrypt each content data portion stored in the sectors of the 
first data block . 

Claims 18-20 (Canceled). 

21 . (Currently Amended) An information recording method according to claim 
17, wherein tho oncryption procossing encrypting is executed as single-DES encryption 
processing using different encryption keys for tho coctorc each sector of the first data 
block. 
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22. (Currently Amended) An information recording method according to claim 
1 7, wherein tho oncryption proco s s i ng encrypting is executed as triple-DES encryption 
processing using at least two different encryption keys for each of tho cootorc sector of 
the first data block . 

Claim 23 (Cancelled). 

24. (Currently Amended) An information playback method comprising the 
following steps performed by a control unit: 

reading encrypted content data portions, which together comprise encrypted 
content data, a block permission table defining memory-access control information, and 
a security header for e x e cuting proc e ss i ng which roads data from a memory medium 
having a data storage area consisting of comprising a plurality of blocks, each of the 
blocks cons i sts of comprising M sectors from a first sector to a M-th sector with each 
sector having a predetermined data capacity, where M represents a natural number, 
ca i d information p l ayback mothod compr i sing: each encrypted content data portion 
having been encrypted using a different encryption key and read from a different sector 
within a first data block of the data storage area, and the security header read from a 
second data block of the data storage area; 

decrypting the content data portions stored in each of the sectors by oxocut i ng 
performing sector level decryption procossing by using a different decryption key for 
each sector from tho f i rot coctor to tho M th soctor of the first data block to execute 
decryption processing on the read encrypted content data portions ; 
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storing data i ncluding a rovocat i on Hot having rovooation i nformat i on rogard i ng 
rovokod mod i a or contont and a block pormission tab l o for accoccing a porm i ssion tab l o 
that doscr i bos momory accocc control information; and 

performing an integrity check of the rovocation l i st and tho block permission 

table A 

wherein the security header read from the second data block includes each 
encryption key used to encrypt each encrypted content data portion read from the first 
data block . 

Claims 25-27 (Cancelled). 

28. (Currently Amended) An information playback method according to claim 
24, wherein the decryption processing is executed as single-DES decryption processing 
using different decryption keys for tho coctors each sector of the first data block . 

29. (Currently Amended) An information playback method according to claim 
24, wherein the decryption processing is executed as triple-DES decryption processing 
using at least two decryption keys for each of tho soctors sector of the first data block . 

Claim 30 (Cancelled). 
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31 . (Currently Amended) A computer-readable medium comprising a 
computer program product for performing, when executed by a processor, a data 
encryption method comprising: 

dividing content data into separate content data portions: 

storing the separate content data portions, a block permission table, and a 
security header in a memory unit having a data storage area consisting of comprising a 
plurality of blocks, each of the blocks consists of comprising M sectors from a first 
sector to a M-th sector with each sector having a predetermined data capacity, where M 
represents a natural numbe r, each content data portion being stored in a different sector 
within a first data block of the data storage area and the security header being stored in 
a second data block of the data storage area ; 

o ncrypt i on procossing encrypting, prior to storing, the content data to bo ctorod i n 
tho coctors portions by performing sector level encryption using a different encryption 
key for each sector of the first data block in which a content data portion will be stored 
from tho f i rst soctor to tho M - th soctor; 

storing data i nclud i ng a rovocat i on list hav i ng rovocation i nformation rogard i ng 
rovokod mod i a or contont and a block pormiss i on tab l o for accocc i ng a p e rm i s si on tablo 
that doscribos m e mory acc e ss control i nformat i on ; and 

checking the integrity of the revocation list and the block permission table A 

wherein the security header stored in the second data block includes each 
encryption key used for each sector of the first data block . 
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32. (Currently Amended) A computer readable medium comprising a 
computer program product for performing, when executed by a processor, a data 
decryption method comprising: 

reading encrypted content data portions, which together comprise encrypted 
content data , a block permission table defining memory-access control information, and 
a security header from a memory having a data storage area cons i sting of comprising a 
plurality of blocks, each of the blocks cons i sts of comprising M sectors from a first 
sector to a M-th sector with each sector having a predetermined data capacity, where M 
represents a natural numbe r, each encrypted content data portion having been 
encrypted using a different encryption key and read from a different sector within a first 
data block of the data storage area, and the security header read from a second data 
block of the data storage area ; 

decrypting the content data portions stored in each of the sectors by oxocut i ng 
performing sector level decryption processing by using a different decryption key for 
each sector from tho first soctor to tho M - th soctor of the first data block to execute 
decryption processing on the read encrypted content data portions ; 

stor i ng data i nclud i ng a rovocat i on l ist hav i ng rovocation i nformat i on rogarding 
rovokod modia or contont and a block pormission tablo for accoss i ng a pormiccion tab l o 
that doscr i bos momory accoss contro l i nformation; and 

checking the integrity of the rovocat i on l ist and tho block permission table A 

wherein the security header read from the second data block includes each 
encryption key used to encrypt each encrypted content data portion read from the first 
data block. 
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